






































 
Procedures and Processes  
 
System Users  
System Users are defined as those individuals and groups of individuals who have been 
authorized to have direct or remote access to live and/or archived video footage captured 
by FWCBD cameras.  Attached as Exhibit A is a User Rights Groups chart, identifying the four 
main user groups and each group's access rights within the system.   
 
All System Users are to have their own unique log in name and password. All credentials are to 
be kept securely on file by FWCBD or its designees.  
 
System Administrators  
System Administrators possess full administrative rights in the system permitting the 
performance of any system function including all authorized System User functions.  System 
Administrators have access to system settings and can add, modify, and delete System Users. 
System Administrator passwords are to be kept separately from the System Users credentials.  
 
Individuals Authorized to Request Technical Support  
All individuals who are authorized to request technical support assistance (all System Users) 
must attend user training and follow standard service request protocol per terms of support.   
 
Real-Time Video Viewing and Monitoring  
All System Users are to use their own personal username/password when accessing video 
surveillance systems and it is their responsibility to protect their username/password and not to 
share it with other individuals.    
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

  



 
EXHIBIT A  

  
User Rights Groups  

  
Group  Group Rights  User Description  

Group A  Live Video Access  
  
Archive Video Access   
  
Video and Still Export   
  
PTZ Control   
  
Camera setup, naming, and 
image control  

  
  
Applied Video Solutions designees as system 
administrators  
  
FWCBD Staff  

Group B  Live Video On-Site Access  
  
Remote Access to Live Video  
  
Archive Video Access On-Site 
Only  
  
Video Export On-Site Only  
  
PTZ Control Only  
  

 
FWCBD Staff  
  

Group C  Live Video Access  
  
Remote Access to Live Video  

FWCBD Executive Staff  
  
Law enforcement agencies on a case-by-case basis 
for a specified amount of time. 
  

Group D  Remote Mobile Access  Determined on case-by-case basis and limited to the 
individuals listed in other groups with approval of 
Executive Director of the FWCBD.   

Group E  Live Video On-Site Access  
  
Live Video Remote Access  
  
Recorded Video Access  

Designee of property owner where cameras are 
located.  Camera access is restricted to their 
property(s) only. 
  
Designee of tenant (where applicable) where 
cameras are located.    
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