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• S T E P S  T O  P R O T E C T

• Q & A  +  C L O S I N G
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INTRODUCTION

S T A T E  O F  C Y B E R S E C U R I T Y  2 0 2 3

• Cybersecurity threats are increasing exponentially

• Over half of SMB have reported being the victims of cybercrimes

• The average cost of a data breach for SMB is $149,000 in 2021

• Ransomware has evolved to be more sophisticated and efficient, 

targeting local backups

• Malicious actors are getting better at evading detection by 

standard cloud security measures and protocols
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SOCIAL MEDIA
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S C A M S  T O  W A T C H  F O R



SOCIAL MEDIA: KEY INDICATORS

U R G E N T FA M I L I A R C A L L  TO  A C T I O N
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PHISHING
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L E T ’ S  D I V E  I N
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SPEAR 
PHISHING
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PHISHING: KEY INDICATORS

U R G E N T FA M I L I A R /

T R U S T E D  D O M A I N

C A L L  TO  A C T I O N
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WHAT IS 
RANSOMWARE?

L E T ’ S  D I V E  I N
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RANSOMWARE

R A N S O M  N OT E :

l e t t e r  d e m a n d i n g  
g o o d s /s e r v i c e  i n  
exc h a n g e  fo r  
s o m e t h i n g  o r  
s o m e o n e  b e i n g  
h e l d  h o sta g e

R A N S O M :  

a  s u m  o f  m o n e y  
o r  o t h e r  p ay m e nt  
d e m a n d e d  o r  p a i d  
fo r  t h e  re l e a s e  o f  
a  p r i s o n e r

R A N S O M WA R E :  

a  t y p e  o f  
m a l i c i o u s  
s o f t w a re  d e s i g n e d  
t o  b l o c k  a c c e s s  t o  
a  c o m p u t e r  
sys t e m  u n t i l  a  
s u m  o f  m o n e y  i s  
p a i d
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ENCRYPTION
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This Photo by Unknown Author is licensed under CC BY-ND

The process of converting information or data into 
a code, especially to prevent unauthorized access

Encrypted data is undecipherable without an 
encryption key.  Good + Bad.

http://theconversation.com/encryption-today-how-safe-is-it-really-37806
https://creativecommons.org/licenses/by-nd/3.0/
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WHO WAS BREACHED IN 2021?
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AVERAGE RANSOM PAYMENTS
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AVERAGE RANSOM PAYMENTS
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The rate of ransomware attacks has remained level, with 66% of respondents reporting that their 
organization was hit by ransomware in the previous year

It cost companies on average $1.82 million to recover from a ransomware attack in 2023 

For companies with annual revenue of less than $10 million, the average cost of recovery was 
$165,520. For companies with annual revenue greater than $5 billion, the average cost of recovery 
approached $5 million.   (Sophos 2023 State of Ransomware)

It is not a question of IF, but WHEN you may encounter an attack

No business is too small, just too small to make the news
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B E S T  P R A C T I C E S

OK GREAT.

HOW DO I PREVENT IT?
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“No. Layers. Onions have layers. Ogres have layers. 

Onions have layers. You get it? We both have layers.”

        - Shrek, 2001



BEST PRACTICES

1 .  PATC H  M A N A G E M E N T 2 .  B A C K U P  YO U R  D ATA

▪ Keep all systems and software up to date

▪ Malicious actors exploit outdated machines

▪ Critical security releases protect against attacks

▪ Signature-based security

▪ 3-2-1 rule

▪ There should be 3 copies of your data.

▪ Your data should be in at least 2 locations.

▪ 1 of those locations should be offsite.

▪ Local device + secure cloud
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BEST PRACTICES

M FA / 2 FA
▪ Multi-factor authentication or two-

factor authentication

▪ Good double-check

▪ Extra step to verify it is you who has 
proper access

PA S S W O R D  
M A N A G E R

▪ Never forget a password again

▪ Eliminates repeat passwords

▪ If a hacker gets the one password 
you use for everything, they get the 
“keys to the kingdom”

E D U C AT I O N
▪ Most attacks are due to human error

▪ Hackers’ method of choice is 
persuasive emails

▪ Phishing, spear phishing
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MULTI-LAYERED SECURITY

F I R E WA L L
▪ First line of defense

▪ Your hardest working security device

▪ Zero-day threats

E N D P O I N T  
S E C U R I T Y
▪ Antivirus

▪ Antimalware

▪ EDR

▪ Software Firewall

▪ Scans, Quarantine, and Flags

A P P L I C AT I O N  
S E C U R I T Y
▪ Only use trusted applications on 

business network

▪ User Access & Permissions
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NEXT-GENERATION ANTIVIRUS

Tr a d i t i o n a l  A n t i v i r u s

E n d p o i n t  D e t e c t i o n  

&  R e s p o n s e  ( E D R )

▪ Affordable

▪ Signature-based threat protection

▪ Lightweight

▪ Becoming easier to exploit

▪ Built for ransomware protection

▪ AI-powered

▪ Detects threats based on activity, does not 
need to rely on signature records

▪ Future of cybersecurity
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IT TEAM

I N T E R N A L

H e l p d e s k  ( L e v e l  I ,  I I ,  I I I )

S y s t e m  A d m i n i s t r a t o r

N e t w o r k  E n g i n e e r

C T O

E X T E R N A L

M S P :  M a n a g e d  I T  

S e r v i c e s  P r o v i d e r

C o n s u l t a n t

C O - M A N A G E D

C o m b i n a t i o n  o f  b o t h
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MANAGED IT SERVICES
I T  i s  e x p e n s i v e  i n - h o u s e

• Avg. Helpdesk Support: $52,336/yr*

• Avg. Systems Administrator: $99,399/yr*

• Avg. Network/Cloud Engineer: $118,750/yr*

N o  I T  i s  n o t  t h e  a n s w e r  e i t h e r

• Your nephew can help you with your home Wi-Fi, but not your 
business’ security

• Jim from accounting may be good with computers, but he is 
being paid to do accounting

M a i n t e n a n c e  i s  C R U C I A L

• Someone needs to be maintaining all infrastructure, policy, and 
data

• If you are calling for help, it may be too late

N o  S u r p r i s e s  &  P e a c e  o f  M i n d

• Let the experts handle IT so you can run your business

• Pay per user/month, flat fee
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*Glassdoor reports 2022



Q&A



THANK YOU

K I E R A N  M C M A N U S + 1  ( 3 1 5 )  2 1 0 - 8 7 9 8 K i e r a n @ m c m a n u s i t . c o m

W W W. M C M A N U S I T. C O M
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